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Design and Implementation of Malware
Collection System Based on Client Honeypot

Manpreet Kaur Rangian, Upasna Attri

Abstract— These days’ client users on internet are the main target for attackers, through a victim client user an attacker can spread his
malware to a wide range on a network. The various security mechanisms are available to secure our systems on a network, but a more
robust mechanism is required in support and to find security loopholes. Client Honeypot is a really very effective and beneficial to provide
security. In this paper we provide design and implementation of a malware collection system based on client Honeypot. This is an active
Honeypot. After designing and implementation we examined this system by visiting malicious URLs and we find malwares dropped on the
system. Informative data obtained by the system can be further analyzed and used to enhance the security system. Collected malwares

are categorized based on type of malware program.

Index Terms— Client Honeypot, Client side attacks, Honeypot, Malwares, security.

1 INTRODUCTION

HE internet represents a wide resource of information,
identifying a collaborative process between organizations
and individuals, But using the internet can become a
dangerous experience for those with low levels of security.
Number of malwares exits on internet such as virus Trojan
horse, worm, spyware and root-kit. Generally, web attacks are
divided into two forms
Server-side attack: such attacks use window RPC service
vulnerabilities to attack the server that provides some services
Client-side attack: Here the attacker uses the client side
application vulnerabilities. Examples of client applications are:
web browsers, media players. The aim of the Honeypot is to
collect data on attacks and attackers by monitoring the
machine being attacked.
Honeypots are divided into two main types: passive and
active Honeypots. A passive Honeypot involves setting up a
vulnerable system or service, or possibly their simulation, and
then monitoring activity to detect any attack on the system.
An active Honeypot is a Client Honeypot [5]. Active
Honeypot behave as client and interact with the server to
test whether and attack has happened.
This paper is organized as follows:
Second section explains some background aspects of the
technology on client side Honeypot. Third section introduces
design issues for Client Honeypot. Fourth section gives design
and implementation details. Section fifth shows experimental
results and sixth section gives conclusion and future work.
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2 BACKGROUND

2.1 Honeypot

Honeypot is a computer connected to a network. It can be
used to examine vulnerabilities of the operating system or
network.

In the realm of Honeypots the security holes are opened on
purpose. In other words Honeypots welcome hacker and other
threats. The purpose of a Honeypot is to detect and learn from
attacks and use that information to improve security. A net-
work administrator obtains first-hand information about the
current threats on his network. Undiscovered security holes
can be protected gained by the information from a Honeypot.
On a Honeypot every packet is suspicious. The reason for this
is that in a Honeypot scenario, the Honeypot is not registered
to any production system. Therefore any device establishing a
connection to a Honeypot is either wrong configured or
source of an attack [10]. The most important benefit is that a
Honeypot detects attacks which are not caught by other
security systems.

2.2 Client Honeypot

The concept of client-side Honeypot was brought forward by
Lance Spitzner (2004). The concept of Client Honeypot is quite
different from the traditional Honeypots. Instead of passively
waiting for attackers, the Client Honeypot will go and search
for attackers. The Client Honeypot acts as a client and
Interacts with the server to study it and determine if an attack
has happened. Client Honeypot needs a data source, and visits
the data source actively, and detects all activities to judge if it
is safe. Capture-HPC [4]: is an open source high-interaction
Client Honeypot developed at Victoria University, Wellington.
HoneyMonkey [9]: is a high-interaction Client Honeypot
produced by Microsoft This tool simply uses Internet Explorer
to visit servers and monitors processes, the registry and files.
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2.3 Security attacks against client user

A typical example of a client-side attack is a malicious web
page targeting a specific browser vulnerability that, if the
attack is successful, would give the malicious server complete
control of the client system. Client-side attacks are not limited
to the web setting, but can occur on any client/server pairs,
for example e-mail, FIP, instant messaging, multimedia
streaming, etc.

Client-side attacks currently represent an easy attack vector
because most attention in protection technology has been
focused on the protection of exposed servers from remote
attackers [12]. Over the past few years, attacks against web
applications have become more prevalent and sophisticated.
There are several methods of attacking web applications, SQL
injection being one of the more well-known.

Form field injection .In this type of attack, malware interacting
in a web browser adds additional form fields to valid form
fields on a web page. The purpose of injected fields is to trick
users into revealing sensitive personal information like
passwords, ATM PINs, and credit card numbers.

HTML injection attacks take form field injection one step
further. Instead of inserting a form field into a web page,
HTML injection replaces legitimate HTML coming from the
server, similar to a "cut and paste" function. The replaced
HTML is overwritten by the attacker's HTML and the original,
intended content is never rendered by the web browser [13].

Malicious websites often use the Code Obfuscation

Attacker usually wants to hide the exploit vector by using
various encoding options to make the code unobvious and
hard to interpret. This technique aims for evading static
detection tools such as IDSs, anti-virus tools, and firewall
filters. Obfuscation means using encoding to make the code
ambiguous, and more difficult to interpret [14].

Vulnerability exploitations often download malware or directly
execute some command to install malware.Client application
files includes word, PowerPoint, Excel PDF files and so on.
The exploitations of these files contain some shell-code or
decoded shell-code in the binary files. So attackers study the
file format, and insert shell code in the file without influencing
the file format, malware will be executed when people open
themalicious files [15].

Drive-by Download

A drive-by download is an attack where servers can change
the state of client system without user consent, or Knowledge,
which wusually means the ability of malicious server to
download and install a program to client system without user
consent. In April 2007, researchers at Google found hundreds
of thousands of malicious web pages that initiated drive-by

downloads attacks [3].

3 IssuEs RELATED To DESIGN OF A CLIENT
HONEYPOT

1. The Client Honeypot system must appear like a real system.
That is why sniffer based systems are used along with Honey-
pots

2. Client Honeypot must be designed in such a way that an
attacker cannot easily use the Honeypot as a launch point for
further attacks against networks.

3. Client Honeypot will help to teach you how to detect such
attacks and how to "clean up" after them

4. Client Honeypot system should work in real time to found
malwares.

4 MALWARE COLLECTION SYSTEM BASED ON CLIENT
HONEYPOT

The proposed Malware collection system based on Client
Honeypot is a complete solution for collecting malware
samples which drop on a user’s system by visiting the
malicious domains, or we can say malwares which are using
the HTTP based propagation vector, which propagates by
exploiting known and unknown vulnerabilities existed in
victim’s browsers. Therefore system is able to detect
unclassified attacks. Unclassified attacks means attacks those
are not detected by any static signature based machine. We
have used some open source tools.

Client Honeypot installed with required browser plug-ins

This is established using virtualized environment with the
help of Virtual Box [6], we can create multiple OS on a single
machine which reduce the cost of hardware requirement. We
had created the Window XP machine virtual machine in
which all the required applications are being installed such as
Internet Explorer, Adobe etc. During the visitation of every
URL, this virtual machine will get opened up and visit the
submitted URL for a supplied durations. After the completion
of visitation process, virtual machine will get powered off and
a new clean machine will be opened during the next URL
visitations. Thereby it is also providing a kind of containment
environment which tells that if this virtual machine is being
affected by any malwares then it may not be able to affect the
other machine deployed in same network zone. There are
various parts of the system to complete the task. 1) URL
insertion, 2) Window XP based visitor, 3) Network monitor-
ing, 4) Database, 5) Malware extractor
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Fig 1. Flow Chat for system process

URL insertion

URL list is inserted into database. We take URL list from
google safe browsing .This URL list is feeded to Client
Honeypot. Spam mails also are source for suspected URLs.

Window XP based visitor

The URL are being fetched from database and visited on a
window XP machine with help of Internet Explorer installed
with required plug-ins of a browser. Attack data collection
and logging into system events and network events is
performed in the form of system data and network PCAP data

Network monitorin

777

Network monitoring of all communications from windows
visitor machine to the outside world is performed
1) Standard Data capturing tools - TCPDUMP.

2) Hardcoded within the code to get live network monitoring

3) Network dumps in the form of PCAP data are being
generated corresponding to each URL which is later being
processed with data processing engine to extract the malwares
dropped on a victim machine.

Fig 1 shows steps and flow.of the working system.

Malware Extractor

The malware extractor module perform the Network PCAP
data processing and extraction of executables from network
data which is being later submitted to Virus total [7] (a 3rd
party analysis tool) to get the categorization of collected
malwares samples.

Database

A data base schema is designed and implemented to store
URLs and results after visitation of those URLs. Informative
data of extracted executable, those potentially are malwares is
stored in database along with their unique md5 values.
MySQL is used for database creation. Fig 2 shows description
of one of the table of database.

mysgl> desc m

e - e - - +
| Field | Type |
i e +
| stem | warchar({1lega) |
| url | varchar({leeg) |
| hostname | varchar(10o0) |
| referrer | varchar(loo0) |
| exe flag | imt(11) |
| start_flag | imt(11) |
| md5s | varchar({32) |
i e +

Fig 2. Description of a database table “m”

Process flow of the proposed system is shown in Fig 3. It is
important to mention that the application interface is still
needed to develop for automatic report generation instead of
using manually report generation.

When Client Honeypot interact with URLs and vist them
using internet explorer, results are send back to the Linux base
machine. During the activity, network data is captured and
dumps are generated. The data is processed and Md5 values
are generated. The retrieved information is stored into data-
base. After processing all, the executable and binary files are
shown on the base machine.
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Fig 3. Client Honeypot Process flow

5 EXPERIMENTAL RESULTS AND WORKING

To convey developed system some experimental results and
working of system is shown in this section.

W apphcanons Paces System) -
Warkerd (Gnapanat §) [Running] - O acte UM Vit

B rssmQ

FIEEN FEE T

Fig 4. Running Client Honeypot

Fig 4 shows snapshot of working system where Linux is host
machine and XP window is a guest machine.

Virtual machine is running with internet connectivity. When-
ever URLS are there the internet explorer will be up to vist
those links. Fig 5 is a snapshot of databases avialable to the
root user. Mysql service gets started and the database is
accessible on base machine.

After visiting URLs information is stored in database on base
machine and  honeypot window will be off. A new clean
window will open for next time.

5 root@localhost:~/Desktop/Client Honeypot/hons

File Edit Wiew Terminal Tabs Help

[root@localhost honeyclient]# service mysqgld start

starting MySQL: [ OK ]
[root@localhost honeyclient]# mysgl -u root

Yelcome to the MySQL monitor. Commands end with ; or \g.

four MysQL connection id is 2

server version: 5.08.45 Source distribution

T'ype "help;' or '\h' for help. Type '\c" to clear the buffer.

nysql> show databases;

| information_schema |
| hcp I
| honeyclient |
| manpreet |
| mysgl |
| test |

Fig 5. Mysql service starts

Fig 6 shows the md5 values for the extracted malwares Using
‘distinct’ command on a table ‘p’ of the database. Malware
files with md5 values can be submitted to an analyzer.

Md5 hash is a digital fingerprint of a file. It is very unlikely
that any two non identical files have same md>5 hash, unless
they have specially created to have same mdb5.

nysql> select distinct mdS from p;

| 34d9ch76d437140897d11907d482467T |
| e2e22d95a370a2b29b3710874b11date |
| fco0df6l6a003Tea2201c369350837T1 |
| 1‘59934cd&61f331‘21D113543125Eﬂ?le |
| p4923a72aef9c |

I

Fig 6.Values of captured malwares.

The executable malware files are submitted to virus total [7] to
get categorization of malwares. The virus total module works
under the Binary up-loader module. During the process when
binary i.e. .EXE files are inserted into the database, the Virus
total detail of the binary is also generated.
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Fig 8.Trojan detection by antivirus QuickHeal [7]

Table 1: Categorization of malware samples

Mds

Malware Types

34d9cd76d437140897df1907d48 246ff

VirTool.Ceelnject. A
Genericpc

Trojan —spy.win32 Zbootjrvc

07ad34321f28427£098d4923a72aef0¢

Trojan win32_ A gent xtqn
W32/Hamweq. worm.av

Worm Hamweq DD3

16b0780aecf501a51a235369b918bed4

HEUR:Trojan. Win32 Genric
PWS.Zboot gen. ary
Worm GAMARUEB.

Detection ratio for one of the submitted malware file is shown
in fig 7 and fig 8 shows the snapshot of malware detection by
antivirus quick-heal for malware file extracted by this sys-
tem.These are the results obtained from our developed proto-
type system. This needs some enhancements to make a more
reliable system.

Table 1.Shows categorization for 3 of collected malware sam-
ples .it contains Trojan, worm and root-kit programs.

6 CONCLUSION AND FUTURE WORK

The basic task of a honeypot is to provide data which is useful
to find type of attacks and techniques used by attackers. The
data obtained by system can be used to find shell code or
scripts using reverse engineering.

In this paper we introduced attacking techniques used by
malicious websites and issues related to design of a Client
Honeypot. We give the design and implementation details of
our malware collection system.

In this work, malwares were collected using Client Honeypot.
Metadata obtained by system can be analysed to make
inviolable security system.

Our system is really effective in detecting malwares. It is low
resource requiring and provide high throughput. The malware
collection system can be made to work at application level.For
further enhancement of the system, tool for automatic visiting
of web sites can be added and an analyzing tool for analysis of
collected malwares can be integrated with the system.
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